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AN9RAFT SSL 1 Tomcat 6.0 Aa9nn195insa Tomcat 1indqia3anan uazanunsndandin g Tomceat

1561un19 http protocol Feu%esuan ansuatiunsaesallil

'
o

1. "n1sa39 Keystore Iddnsuamiiuluiusestidnnseiing (Digital Certificate) tnaAnds

keytool -genkeypair -dname "<< parameter>>" -alias << parameter>> -keypass << parameter>> -
keystore << parameter>> -storepass << parameter>> -validity << parameter>> -keyalg <<
parameter>>

AABENg
keytool -genkeypair -dname "cn=info.tot.co.th, ou=Information and Technology , o=TOT, L=BANGKOK,

C=TH" -alias server -keypass 123456 -keystore sslserver.jks -storepass 123456 -validity 365 -keyalg
RSA
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e 04 Keytool azaginnel§i Directory %JAVA_HOME%/bin 244 Java
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http://ad.ogasyncom.co.th AMn1uua# cn Faaili cn=ad.ogasyncom.co.th
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2. fn19asne CSR & miuaslleaag iisnisaanludusesgidnnsatindvise Certification
Authority:CA Tag15A4%

keytool -certreq -keyalg << parameter>> -alias << parameter>> -file << parameter>> -keypass <<
parameter>> -keystore << parameter>> -storepass << parameter>>
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keytool -certreq -keyalg RSA -alias server -file totcertreq.csr -keypass 123456 -keystore sslserver.jks -
storepass 123456
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3. Ammalufusesaidnnsafindlues Keystore TneldiAnda

keytool -import -noprompt -alias << parameter>> -keystore << parameter>> -storepass <<
parameter>> -trustcacerts -file << parameter>>
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keytool -import -noprompt -alias server -keystore totserver.jks -storepass 123456 -trustcacerts -file

servercert.cer
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4. ufilalWe Configuration 18 Tomcat tnaufilalnada server.xml (Iaslnfudoazatulnamas conf
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satinansufilatfutlganuimndauaes SSL Configure Tulwa server.xml

<Connector port="443" maxHttpHeaderSize="8192" maxThreads="150" minSpareThreads="25"
maxSpareThreads="75" enableLookups="false" disableUploadTimeout="true" acceptCount="100"
scheme="https" secure="true" SSLEnabled="true" clientAuth="false" ssIProtocol="TLS"

keyAlias=" " keystoreFile="
keypass=" />
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e NNsd L IWg server.xml neuuiila
o Un@lwd server.xml azagniels Directory C:\Program Files\Apache Software
Foundation\Tomcat 6.0\conf nseifAnfauLL Default 1138 %TOMCAT_HOME%/conf

o fn3srynas keystoreFile Wignsiasdndmivlng .jks Nas19aulinlu

5. 1fuinlng server.xml Alananisusilalyl

6. 711117 Restart Tomcat Service




